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Translated in Korean from bitcoin.org/bitcoin.pdf
by senetor88@hanmir.com

HIEZ QI p2P HAIHFAIAH
Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
www.bitcoin.org
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A (Transaction) : A A (TXID)

A (Confirmation) : (1 ), (2
)
A (Settlement)
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(Transaction)

A

< Checklist >
A
A
A MAX_BLOCK_SIZE
A © 2,100 )
A nLOCKTime INT_MAX
A
A )
A
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Max Size ofa -

block: 1 MB
Block
header
Targe[/‘
00000ffff B

All Transactions _
(Body)

Block 60

Block header hash
0000004€e0b
000000432f

Merkle Root
000000ab12

Timestamp
2015- 01- 30
10:00:00

Difficulty
1180923

Transaction
cbh112833c2
Transaction
3045022100

Block 61

Block header hash

00000014de

0000004e0b

Merkle Root
0000002149

Timestamp
2015- 01- 30
10:10:00

Difficulty
1180923

Transaction
c07810dcab
Transaction
b8cd2de76a

( 1,600~2,000
Block 62

Block header hash

0000006790

00000014de

Merkle Root
00000074€eb

Timestamp
2015- 01- 30
10:20:00

Difficulty
1180923

Transaction
180022005
Transaction
65c92ac2d9

)

Block 63

Block header hash

0000003f73

0000006790

Merkle Root
000000527b

Timestamp
2015- 01- 30
10:30:00

Difficulty
1180923

Transaction
ca62b4004e
Transaction
c0de69c081

Transaction Transaction Transaction Transaction
60d794dcec bc8a07519 2144c8454a 240104d864
l | > Ti
I ) ] ) ) : Time
10 min 10 min 10 min 10 min
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A (Mining) Hash Nonce
A 1 50 Hash d
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Nl nnov a Blockchain:o

NDI stri buted trust

PKI
Distributed Ledger,
consensus,
Open & Transparent

Figure 137. Attractions of Blockchain Offering

Disintermediation Speed & Efficiency Automation Certainty

I p— Faster setlement on 3 Programmability enables Provides imefutable proof of

B [T g i relatively cost effective and automation of capabilities existence, proof of process
assets without nee::lg for an efficient network on the ledger (e.g. smart Al e et Tl

intermediary coniracts)

Source: Ci
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Blockchalin

Block Height 277316

Header Hash:

0000000000000001b6b3a13b095e36h

4142928097 e2d944a9b31b2ecTbded
—

1 Previous Block Header Hash:
0000000000000002a7bbd2524170374
55261021e8a9¢a7444 200128410569

: Timestamp: 2013-12-27 23:11:54
: Difficulty: 1180923195.26
! Nonce: 924591752

Transactions

Block Height 277315

Header Hash:
0000000000000002a7bbd25417¢0374
€¢55261021e8a%ca74442b01 28410569

] i
1 Previous Block Header Hash:
00000000000000027¢7basfeibad39fa
13b5a83daed765605(7d1071a1632249

]
1
)
i
| Timestamp: 2013-12-27 22:57:18 '
! Difficulty: 1180923195.26 !
1 Nonce: 4215465401 |

i

)

! Merkle Root: 5e0494030e0ab2debb923 7615
1 3c0a6e09548aea0833ab25e1d%4eal155¢29d

I---—---——-—_-—A—-——-——————-——J

Transactions

Block Height 277314

Header Hash:

00000000000000027¢ 7 hatfeThad3%1a

f3hsad3daed76505F7d1b711632249
1

1 !

1 Previous Block Header Hash:
! 00000000000000038388d97cc62c1d
1 fe116¢5087933023263bi1c645920bdf

} Timestamp: 2013-12-27 22:55:40
! Difficulty: 1180923195.26
1 Nonce: 3797028665

! Merkle Root: 02327049330a25d4d17e53e79F
§ 478<bb75c53a509679b1d8a1505C5697aMb326

b o o o o -

- -

Transactions

= Mmoo > m @I



Global Bitcoin Nodes Distribution

LITNODES

Bitnodes is currently being developed to estimate the size of the Bitcain netwark by finding all the reachable nodes in the netwaork.

SUPPORTED BY 21.C0O

GLOBAL BITCOIN NODES

DISTRIBUTION

Reachable nodes as of Sun lan 24 2016 23:05:58

GMT+0900 (C4SHTI2 TEEA)).

5658 NODES

24-hour charts »

Top 10 countries with their respective number of

reachable nodes are as follow.

RANK COUNTRY

1 United States

2 Germany

3 France

4 Netherlands

5 United Kingdom
B Canada

7 Russian Federation
g Sweden

9 China

10 Awustralia

Mare (BE) »

NODES

1890 (33.40%)

745 (13.17%)

430 (7.60%)

325 (5.74%)

275 (4.86%)

268 (4.74%)

184 (3.25%)

128 (2.26%)

114 (2.01%)

81 (1.43%)

Google
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Map shows concentration of reachable Bitcoin nodes found in countries around the world.
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A (7 65 ) 1BTC

1 BTC

1Y
- 1daa Ok
] 3
N | '
"\ s siil}
il
L e
\ W ]
’ g ¢
RN | .
»
.
y N,
g

2013
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220U
2013 11
s ($1,000 )
$150C 2014 2
2013
MT.GOX
2011 4 TIME ($420 )
#1000 | ($150 f l
2012 9
2011 2 MT.GOX
Bl 1BTC=$1 ,
Y
$0 l l Jr _/ T
T 2013 11 BTC
T China 2015 1
1
2012 11
2010 5 ($400) ($177)
2012 2014 2016
(50 - > 25 BTC)
. coindesk.com
: blog.naver.com/zznzzn/220669269819
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ETF
2017 1

2016 7

(25 ->12.5
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15 coinplug


https://www.google.co.kr/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwj9-eCijI7OAhUEF5QKHT5yAcIQjRwIBw&url=https://www.rocketpunch.com/companies/coinplug&bvm=bv.127984354,d.dGo&psig=AFQjCNHTkv1GT3b7rSBP3onYscfQmX1tKA&ust=1469518260515327

« ) 4 )
« ) (7 )
( )
(e- krona)
(CAD Coin)
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AT 2utE JEHES} gFEtg ojEHAolE ERF

(A Next-Generation Smart Contract and Decentralized Application Platform)

@ ethereum

Written by Vitalik Buterin
T and edited by E orea

AEA UZEC o 2000 W Agd HEIAE TF AAY EAgelld A% S23A wies
2Asel ged, dAL WEDAN oW 2EU GAFA FPIE A %ed, FU%E gErlwoy
EAZIEE P OAY A8 A A4 AA%7] deelth HAT =39 9% 4 Fam e

HEDQE @ADL Qx B4 9 £2osX9 84 Tleeld, od dF Adel FHFHA wvta AUtk

e

A N=e

seg 2EHES £

2:AlE AH("smart_property’

AGRAE FEE =4 94 )Y AaE e &
RES

1o
LA
oo
i
E
I
o
'
e
B
L
o
4
i
X
i
i
3
2o
"
-
>
do
i
o
Jo

€93 gue 24U¢ Euse

£ Ji 39 ("Namecoin"), d2]H¢)

oo
g
S
)
=

oljg] o] AFFHE AL FEY EYFAluring-complete) T2 ;R A7 AR EEA el o
ZzaR dele. 39 A 7Y e ejd FH'E =2A ERA7E 7] (arbitrary state transition
functions)o] ZFH "Al%Hlcontracts)"& FAEC] AT £ UA FoEA @A EHE ANzFELT 7
FhedA T BT ohiE $E)7} oF A4EA 2 & B ZIAASE A% d4A BE £ AR
E9% 3ol

~vlE AEHE ("smart contracts"),

9 et BRANE FReE @ YFUHY A& A i orqanizations", DAOs) ]



Vitalik Buterin

1994: Born

2012: Co-founded Bitcoin Magazine
17
2014: Co-founded Ethereum

VN ~ s - A N AN un

" %OxNEdt* EEli OONOI pd! UAEXE@"~ d ®*

- < > < >
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A

A

A

A

A Dapp (

A

AA B
)
)

(distributed computing)
(ether) & (gas)

1.
) : Decentralized Application,
5BTC vs2017 7 31 B 10ETH
~ETH
~% ~ETH ~
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Blockchian base Smart Contract

Contract Terms

Shared, Replicated Ledger

| Event(s)

+ Counterparties establish
obligations and settiement
instructions

- Assets put under custody of smart ; :

contract

» Conditions for execution
(“If...then...”)

= Event triggers contract
« Terms of contract

execution

« Event can refer to:
« Transaction
Initiated
+ Information
Received

4a

Value Transfer

Settlement

Shared, Replicated Ledger

(Business Logic)
dictate movement of
value based on
conditions met

Real-World Application :
Law, Finance, Property, Trade, Lending, etc.

4a

+ Value transferred to
intended recipient as
dictated by contract
terms

» For digital assets on the :
chain (e.g. Bitcain)
accounts are atomically :
settled

4b

For assets represented off
the chain (e.g. Securities,
Fiat), accounts are
considered settled when
accounts off-chain match
settlement instructions
Changes to accounts will

be reflected on ledger

_ External to Smart Contract



A 2013
A 2014
A 2014
A 2015
A 2016
A 2017
A 2018

A 2016
A 2016
A 2016
A 2016
A 2016

7~8
7 Frontier
7
2 Homestead
8 Metropolis
Serenity

>
6 DAO 1,000
7 20 DAO

7 24 Ethereum Classic
9~11 DoS

11 30 DoS
0.1v

: 165

Dapp

ETH
(DAO ETH
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7,811

2009 1

POW
10

7 11 )

16,440,325 BTC

2140

. bitnodes.21.co / www.ethernodes.org

21,000,000 BTC
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Copyr i gh t-20F Carplugiinc. All rights reserved.

v

2015 7

(Solidity, Serpent, LLL)

POW (POS )
17
27,864 (7 11 )

93,194,092 ETH

2128 1 ETH
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800

45

1 (

100
47%),

22

2 (23%)

1 Bitcoin $38,870,682,414 $2,364.35 16,440,325 BTC $35,245,661,280
2 Ethereum $19,226,686,681 $206.31 93,194,092 ETH $32,076,300,800
3 Ripple $7,318,211,743 $0.1911 38,291,387,790 XRP $16,318,653,680
4 Litecoin $2,385,649,285 $45.93 51,936,232 LTC $5,148,619,220
5 Ethereum Classic $1,377,963,754 $14.75 93,434,574 ETC $4,507,157,008
6 Dash $1,277,615,705 $172.21 7,418,854 DASH $1,523,925,490
7 XEM $1,103,283,000 $0.1225 8,999,999,999 XEM $234,831,204
8 Monero $588,779,012 $46.81 14,701,199 XMR $392,537,944
9 IOTA $574,695,681 $0.2067 2,779,530,283 MIOTA $171,776,306
10 BitConnect $381,488,442 $55.52 6,870,695 BCC $64,599,741
* , , 11 12 30 coinmarketcap.com
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Centralised Ledger

(Source: Santander InnoVentures)
Copyright © 2012015 Coinplug Inc. All rights reserved.
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Distributed Ledger System: How Does It
Differ from Centralized Payment System?

Figure 3. Distributed Ledger System: How Does It Differ from Centralized Payment System?
A centralized payment system
______ " %) Payment from Al to B1:
rd ™ ¥
I BankA ! : GE“‘ | e Money is deducted from Al's account in
: . : : : bank A.
Central Bank l i ' ' : : , ® The central bank moves money from
: o— . bank A's settlement account to B's.
\ —_— I I Client | . ]
: Lo A2 | *  The central bank maintains central record
[ I : : (ledger) of interbank transactions, by
: : I I validating transactions and safequarding
—_ 1 BankB | : : against double-spending and counterfeit.
I — i ;
: N L C';“': e Bank B adds money to Bl's account.
: I l l : : 1 * Banks A and B maintain the ledger of
| — : transactions for their clients Al and B1
I | Client ivelv.
L 5 : * B2 : respectively
I
setlement accounts of I'n. !
banksata centralbank @ T~ T~ —~~

Copyright © 2012015 Coinplug Inc. All rights reserved.
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An illustrative example of distributed ledger system similar to Bitcoin (Blockchain)

Payment from A to B:

* Copies of transaction records (ledgers)
are kept in multiple computers in the
network and visible to anyone.

® The transaction is settled by a multitude
of individual nodes (miners), providing
computing resources to the network.

*  Miners solve a cryptographic puzzle as
part of validation process. Miners need to
show proof of doing this work to the
network (called a "proof-of-work”
system), which is costly (computing and
energy resources).

*  Only the miner who finds the solution
faster than any others receives newly
minted Bitcoins as reward for their
service.

®  "Trust” is created by making tampering
attempts prohibitively expensive. If a
miner wants to record a false transaction,

N she needs to compete against other
miners who are acting honestly (or trying
to fake a different transaction).!

1/ This mechanism could break down for example if a person or a group takes up 51 percent of the network

(mining share), called a "51 percent attack.” Some argue that strategic refinement could bring down this threshold

to a much lower level (Garrat and Hayes, 2014). Even if a majority is required, the trust machine may break down if

some of the miners gain a disproportionally large share of the system (for example, using military or state funds,

Swanson, 2015).

Copyright © 2012015 Coinplug Inc. All rights reserved.
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By design, no one party can modify, delete, or even append any record to the ledger without the consensus, making

the system useful for ensuring the immutability of transaction, contract, and other legal documents.

Append-only system of record
shared across business network

Distributed DB

All parties agree to network verified
transaction

P2P, Consensus

Ensuring secure, authenticated &
verifiable transactions

Shared Ledger Cryptography

Hash, PKI

-

coinplug

Smart

Consensus
Contract

Business terms embedded in transaction
database & executed with transactions

Broader participation, lower cost, increased efficiency

Copyright © 2012015 Coinplug Inc. All rights reserved.



‘Public’ (Open) vs ‘Private’ (Closed) Blockchains:

Generalized Features Comparison

Public Private
Open read/write Permissioned read and/or
Access :
access to database = write access to database
Speed Slower Faster
, Proof-of-Work/ e
Security Proof-of-Stake Pre-approved participants
Identity AenymotIs/ Known identities
pseudonymous

Asset Native assets Any asset

Note: Some features can vary from platformto platform.
Sources: Chain, Chris Skinner’s blog




Main Distinctions Between dPubli
cand ®Pr 1 v 8lbckchain ar e é

Private Hybrid Public

Blockchains Blockchains Blockchains

4 ) s A (- :
1 . oriséhsus process 1. Fully decentralised
fi \Wte permissions are is controlled by a pre-_ 2. Everyone can read,
kept centralized to one selected set of nodeso send transactions to and
organizationo 2. May be considered participateinicons ens us
Aipartially decle|]processo
N < eg public read access
~ - J
(- . . . . )
1. Rule changing in areas like national land registry - ~
2. Known validators avoid the risk of 51% attack
_ ) . 1. Users protected from
by a few nodes do not have full authority
4. Well-connected nodes so that ifaults can quickly be 2. Network effect (smart
fixed by manual interventiono contract)
5. Privac
N i’ J

- J

Source: CoinDesk


http://www.coindesk.com/vitalik-buterin-on-public-and-private-blockchains/

Building Block(chain)s
Blockchain technology promises to bring dramatic change to the

banking industry. Here are some of the players helping banks figure
out the nascent tech and what it will mean to their business

Leading consortia

SV PN

h N
Digital Asset

R3CEV Hyperledger Digital Asset
43 members Project Holdings
40 members 15 members

Brokering business relationships

—L Deloitte.

PwC Deloitte Accenture

Providing software

Dng-ul Asset Z *
’7

Block- Digital Ripple
stream Asset
Holdings




WHAT IS THE

HYPERLEDGER PROJECT?

The Hyperledger Project is a collaborative effort created to advance blockchain
technology by identifying and addressing important features and currently missing
requirements, for a cross-industry open standard for distributed ledgers that can
transform the way business transactions are conducted globally.
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Hyperledger Project Has Grown to 40 members

Dec 2015

Feb 2016 Mar 2016

i
’

accenture JP Morgan
ANZSY
]

vt London
; Stock Exchange Group

%

cisco. S
cCLS R g
@ CREDITS

WELLS
FARGO

DEUTSCHE BORSE
GROUP
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| [ |
{
|

“ AENAMED - HITACHI y 1 Blockstream
Inspire the Next "
- =
BNY MELLON . A bloq @
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CME Group NEC l'tBl't [ ]
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guardtlme <o ‘ redhat Miiiigan Partners
symbiont —H MONTRAN

~tequa g creek
I L

&% THOMSON REUTERS

coinplug

Source: The Hyperedger Project
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Hyperledger

A Private or Consortium blockchain

A Consensus based on PBFT
A (Practical Byzantine Fault Tolerant)

A Decentralized data base

A No proof -of-work

A Smart contract ready

A 10T

Copyright © 2012015 Coinplug Inc. All rights reserved.



Hyperledger

Global collaboration

collaborative e
ffort to advance Hosted by
crossindustry The Linux Foundation




Hyperledger

Hyperledger-fabric model

-
(']
o
©
L 1]
-]

Transaction
(invokini contracts)
End-user O
Bob

38



Hyperledger Architecture

CHAINCODE

APls, SDKs, CLI
MEMB ERSHIP B LOCKCHAIN TRANSACTIONS
= 4
Membership Blockchain Services Chaincode
Services Services
: : Consensus Distributed
Registration
: Manager Ledger Sac"!m
Container
Identity . :
Management
' Ledger Secure
Auditability Stﬂ_rage Registry
Event Stream
Services

39



Internetworking & Multichain

|euoiBay

=
o
=
T
o
a
=
=)
w
o
2
o
®

Financial Market Network

Repos App
Equities trading App

Validating
NodeF

Global Trade Network

Letters of Credit App
FX Payment App

Validating
NodeE

Membership Service

40
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Hyperledger

Permissionedblockchain

Camprehesive, customizable enterprise blockchain
Any assets with monetary value

Consensus based on PBFT

Smart Contractz Chaincode

Security and membership service

Multiple pnvate channels

Privacy through channels

Copyright © 2012015 Coinplug Inc. All rights reserved.
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R 3 0Ce®rda Distributed Ledger

n Corda ontlryanvsearcitfiioends a
"supervisory observer nodes"

Demo of both the smart contract templates and the interest rate swaps being run via
the R3 Corda prototype network

o ave |
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=Nl Em -
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R3 Actively Trialing Blockchain Technology

20th Jan 2016

* R3 completes blockchain test with 11
banks

* The test involved a distributed ledger
based on Ethereum but hosted on a
private Microsoft Azure platform

3rd March 2016

« R3 completes trial of five different
blockchain solutions with 40 banks

* The blockchain network was used to
facilitate the exchange of debt
instruments

Source: CoinDesk
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Corda

Distributed ledger platform for recording and
processing financial agreement

Data shared betweeronly parties with a legitimate need to know the data
Choreographingworkflow between firms without a central controller

Supporting consensus btween parties at the level of individual deals, not a
global system

Supporting the inclusion of regulatory and supe&rsoryobserver node
Validating transactions solely between parties to the transaction
Supporting a variety of consensus mechanism

Restricting access to the data within an agreement to only those explicitly
entitled or logically privileged to it

Copyright © 2012015 Coinplug Inc. All rights reserved.
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ConcordProject
Financial Platform based on Corda

orDapp Store
|r e.g. Derivatives 1| |r e.g. Trade Finance 11 1r e.g. KYyC / AML 1|
| (I 11 |
I | App App App App | 11| App App App [ 11| App App I
ElDKDDEIEDE DO KN EE
e e e e e e L e e e e e e e e e e e e’y s e P B e S e I SO S Sy 4
Concord Platform Services Concord Vault Concord o
S e e R e m T g S g Operations o
: Interoperability : g, s
Trusted : : 8
CorDapp Nitiias Networl'( Digital {| Asset Tra_de i Business [
Store Map Service Backbone I| Registry Registry || Monitorin
| | 9 7
Network P ]
| ' Q Q [72]
' ! s | B a
- | | ikl E
Regulatory o s’:)rxc:::r Bank-Internal N cash Identity |1 Telchn.maI o .
Reporting Gateways [ vault |! Alerting 5 | BB
Gateways : : 2 g
2 8}
S e—— i Z Bl ©
Management o} B =
— Information Lo |
[
Agreement I+ . sactions Sandbox Digital ieraction Contract Compliance i
States Signing Protocols Verification Audit (@)

(Source: Wall Street Journal)
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Comparison of DLT

coinplug

Feature Ethereum(Public) HyperledgerFabric Corda EnterpriseEthereum
Membership Permissionless Permissioned Permissioned Permissioned
Consensus Algorithm PoW (P)BFT BFT or Raft (P)BFT
Smart Contract Language | Solidity or Serpent etc. Go or Java Java orKotlin Solidity or Serpent etc.
Smart Contract Attribute Storage Storage No Storage Storage

Turing Complete

Turing Complete

Turing Complete

Turing Complete

Native Currency Yes No No Yes
Confidentiality No Yes Yes No
Access Control Lists No Yes Yes No
Known Target World computer Crossindustry DLT Financial service DLT Unknown

Copyright © 2012015 Coinplug Inc. All rights reserved.




BUSINESS
APPLICATIONS

ASSET SPECIFIC, BEHAVIOR AND
BUSINESS LOGIC PLUGINS

DIGITAL ASSET
PLATFORM

CONVERTS BUSINESS LOGIC
CONCEPTS TO LOW LEVEL SERVICES

DISTRIBUTED
LEDGER
TECHNOLOGY

OPEN SOURCE DISTRIBUTED LEDGER
INFRASTRUCTURE OR DATABASES

Digital Asset Platform

Digital Asset works with our clients
to co-develop Business Logic
Engines tailored for the needs of the
specific asset classes and market

needs.

We have developed a powerful
cross-application platform to
quickly and easily build Business
Applications on without having to

deal with ledger specifics.

Our platform can commit
transactions to private or public
distributed ledgers or traditional

databases depending on the

requirements of the use case.

www.digitalasset.com




coinplug

Open Assets

OCOinprism Wallet ~ Explorer

Transaction

Hash 9052b3674f56088a0b2fbc85eeffoc53b356e5c2a7a181abb090ca730e... Transaction confirmed

Date Thursday, July 30, 2015 4:02:04 PM Confirmations 27095 confirmations

F id 0.0004 BTC Time Thursday, July 30, 2015 4:02:04 PM
e . Block 00000000000000000c9bag9dbb3dfe...

Assets transacted | 1 Height 367657

Bitcoin
€ anWX5cQFeeD9g69ZPfTHgkxcHdAckfbrb4 -0.000406 ‘EQQ’SFXQHWTSW“ L8Mo7TBptZcH2DmGxNQ) 2:833206
Overstock Band OSD AchDKMsBeAfAQPBPzjHVEbBIWDBBY]10Ecp
. :
1 1
: l | € anWX5cQFeeD9g69ZPfTHgkxc]HdAckfbrb4 -5,000,000 anUFXQHWrrsvkK1L8Mo7TBptZcH2DmgxNQ) 5,000,000 X
- - 40’ ________________________________________________________________________________________

Copyright © 2012015 Coinplug Inc. All rights reserved.



Openchain

A Distributed ledger technology

A Partitioned consensus

A Client -server architecture rather than p2p
A Anchoring to bitcoin blockchain is supported
A No mining. Central authority validation

A Transaction is immediate and no fee

A No blocks. Transactions are chained
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Tendermint

Private blockchain

No proof -of-work (No mining)

Validators vote (Deterministic)

Validators should have a bond to vote.

Block is committed with majority voted
Evidence transaction can correct conflicting vote
Ethereum like VM




Sidechain

How Sidechains Work

Blockchain Sidechain Extensions:

/ O Native asset issuance
) Smart contracts >

Real-world property registries
Secure handles

Sidechains can have other sidechains for things like micropayments. They allow for experimentation
and pre-release versions of future sidechains or even a beta version of Bitcoin itself.

O0OO00 @
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Private Blockchain by Coinplug
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Coinplug Private Blockchain

oo To  Io I

Multi -node scalable private blockchain
Provides data integrity by real time
replication
Provides blockchain anchoring by compress
with merkle tree
Supports mainnet and testnet for anchoring
Provides 3 basic functionalities

U Register hash data

U Retrieve hash data

U Provides audit information on hash

data

Provides up to 3000 tps performance
Supports two consensus algorithm

u PAXOS

U PBFT(Practical Byzantine Fault Tolerant)



Initial capital markets Thin applications gaining
start-ups, limited test cases wide industry traction

s |nvestment in developing next Initial adoption of distributed
generation technology ledgers in thin parts of industry-

* Identifying initial use cases wide value chain

* Efforts to build industry consensus/ * QOverall agreement on standards
traction

* Mutualisation of technology/

replacement of existing systems
Initial ‘seeds’/proposals for market

standards

¢ Select industry consortia/ groups, public
bodies, large market infrastructures
outlining/proposing some standards

Ambitious case?

Base case?

Today Next 12-24 months 5 years 10+ years

Bitcoin/cryptocurrency Disruptive innovations Long term mass adoption
in niche applications

Ditrmim = 00l mmmlisatisam vaniths

Fimme

(Source: Euroclear)
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distributed computing to deliver secure, direct s
peer 1o peer transactions without the need for a 'w ® ’ 0 S f A&.{i& | TIPS ( \5

r ts hear is the Distibuted Ledger X ~—.
central parly. Alits hear! s the Distibuted Ledge & aYan Aw" e !! £
Thisis o famper proof, public, network-hosted,
record of all consensus verifiediransactions.
Inifially realised via Bitcoin & similar “cryptocurren:
cies”, focus & investment is now shifting fo the
potential of blockchain technology to revolution

Speciolist companies facilifating ransaction validation, currency exchange. Reguloted financial instutions & platform vendors exj blockchain tec!
The Cryplocurmency Ecosyatem e o e oot Established Financial Ecosystem  fecuole frencio ruiuions & platior vendon explorna bioc nnology

BitColn ATM International Money Transfer Operators Retail & Commercial Banks Central Banks & Inifiafives
Remittance Uquidity Pravsion  Nationat Clearing ~ Complaince  Policy.

Wallets Bitcoin Debit Cards

Deurachn Gk
ise v|v(.{ w‘\hus’wc!u'e & processes of eb"ob\:med BLOCKCHAIN xcpo I LAMASSU “BR“ w ¥ BARCLAYS The fallowing major central banks have undertaken assesments or
Financial Institutions & other enterprises. 1 Bankof America

A and/or benefits but none yet has a definitive
This Map summarises the key principles behind the ARMORY L n BNP PARIBAS ”B)/r‘:( of lnn»;rr: . av‘ . EJ’:;w Res
blockehain & the emerging ecosystem addressing bitreserve case REBIT Market 2 BBVA e Au!h;m(v f Singapore
payments, banking & other potentiol use case: ’ Makers (@ fivr citi European CenfralBark - Reserve Bank of

Securiies Markets ) JPMorgan
;% Nasdaq

Blockchain numbers
$92'| ml”lOﬂ Cumulative VC invest

ment in Bitcoin &
blockehain companies
to Oct 2015. $462 million
of this in 2015 alone.

Rék & Fraw

Merchant | Biconros
Payment PE¥

Merchants i nc_pos GOCOIN

PSPs Supporting Bitcaln
’ P Payral adyen
Braintree stripe

Enabling the Financial Services Blockchain

Exchanges 4 Miing Exchonge wallet Procesing P Commerciol platforms &
st " ‘ Securifies & Derivatives & Asset Trading Plafforms The R3 Consortium [ L ]
Largest cumulative 5.1-|.-|Ngx Multiservice . = services fargeting Financial i " echnologyy
$121million g et mseasy Pannexd compenies COiNbase | )crcc  [EINBA svBTCC Thaum i o 4 Mirror _symbiont e e I 3 TradeBlock

clearmatics

Bitcoin computer
developer 2linc. ' ﬂKraKen

LocalBitcoins Mining

1tBit  Solid X

805 Number of early stage Bitcoin &

Mining Pook
blockchain govnpumes identified by o~

Mining Technelogy & Commercial Operations

Venture Scanner? ) BITSTAMP 21INC gnCMiner g Bitcoin Based Open Protocols for n e @LIS - «{ripple
@ HUOBcom spondooliestect s AntFo Cryptocurrencies Institutions E o e o o8 B1ockstack.io
Banks & Financial Institutions known to ACRA *wBTC Slushspoo igital Asset -old ngs i o
30+ be testing, analysing or investing in the BTc o = il ‘é SNRE poeet - U Cham

blockchain technologies

i Bitcoin 1 ] - -
reated as an alfemative to centrol = T
11 1 Number of registered Bitcoin walets in The Distributed Ledger Protocol Components lbank canroled fat curencies, Bitcain ipe exsfg f Crypto 2.0 - Building
m Sept 2015 - up from 6.6m in Sept 2014 4 Anatomy of a The Currency bbbl £ iy rocesses & diect gfiat- on the Bockchain
scalobilty and other inherent fiaws wil| ¢ - Smart Contracts
Transaction Tk inadunfo ';quﬁzy;egfmfn; winiihe iely prevent mass ode olsmational poymernis & i Encode & valdate . 3 i,
newl oW I " yplogr coly e g0 1 settiem “condtions” fora
Number of merchants who 1 Initiation genecated, pr alidation: Proot of Work | 3 i Sortaoen O ° X CLERARINGHOUSE mamuym
] 06 OO 5 Transaction Instruction | Hon. M d 10 mirwtes 3 seconds porties. Potentially S & 5DKs
’ accept Bitcoin I ) BIC - on and off-nefwerk [ : XRP on-network anly facliate legally onsensys @ cooi thot buld on
Mining Reward. 21M Limit 00 BN units binding trarsactions ) CODIUS
Distributed P2P S _op Counterparty R

® bl 3
= Networks Bitcoins olfered to Colorad Colns 1. Open Assels enable

$4 9 bn Bitcoin capitalisation Nov 2015. = 9
. e ~c AKA the Blockchain. A Public record of ol addtional
. > ) represent an asset. m “
fransoctions - stored across o distibuted P2P
network ofsevee, Vedied Fasoclions o acded Lfecon [ Ethereum e Ol L 2% il
In “blocks” and the history provides proof of value or IConsensus: Proof of Work mart confract & distibuted app focu

Bitcoin accounts for around
% of the ¢ § valu

90% of the capital value of all L s o e

cryptocurrencies” cmmga e

s Vownad® ; Protocol. Alows g h ~
ossets “owned llatency: 2.5 minutes f |validation: Proof of W troding of physcal & Lj coinprism Omni
— [Cunency:  L1C - on and off-network lotency:  125econds

& o llssuance:  Mining Reward. B4M Limit .

Cumency:  ETH crnetwork onty

~valldate signatures

$2 7bn value of Bitcoin trading in Sept -verify through
¥ 2015 ¢

other assets

Ripple: fociitating multipie

ST ———-

suance: _Mining Reword. R fad f
3 Cvmvhﬁﬂﬂ Prevents “doube spend mmuq jon of fraudutent ransactions o tell oncloliions foctssing on
Proof of work: miners compete to valdate blocks by solving highly Dogecoin L Stellar Obitcoin steliar s' S
Bitcoin ATMs installed . processor/RAM nfensive cryptographic prablems for reward :  PRGLE [kinple derivative. Financial focus . 4  ( Protocol Commercialisation
475 Dislbuted consensus: mofoy vakdaton by Husied ubnetwors Consensus: oot of ik ogripple DIASH v o
worldwide 7 Latency: | minute IValidation: Distributed corsensus Consensys: buildng an
k "EX} of peer nodes within the network. Used by Rippie & Stellor ‘ o . 3 %6 sacdingh Ethereum based ecosystem &
~ec»p4em g Proof of stake: achieves distibuted consensus by nefwork users uEY:  Dogdls off MbflnelitF L SEo ereur Peercoin & VIACOIN partnered with Microsoft for
proving ther ownership of currency. Used by Peercoln & Bifshores stuonce:  MinngRewrd-tnimited k. K ornatwalk nly b4 Ethereum Blockchain as a Service.

I ~~, | ey -,

m .
@ FiLAVENT fac.tomq o i stampery & lighthouse B iisconerin B
@ Maidsafe”  grori0 ‘ Opentazaa

Data e-ldentity Legal Crowd Funding Market Places Publishing Proof of Ownership

" Registering and validating Distributed storage of and Registering and validating Execufing smart legal Raising finance & distribut- Trading & sharing of Digital asset rights manage- § Tamper proof registration &
|_| ke WhQ‘]’ you See 2 connected devices access to business data individual identity contracts ing equity physical & digital assets & ment, distribution & “stamping" of physical &

Contact us for in-depth insight services payment digital assets
into your target markets! Other Use Cases

Balancingthe Benefits
‘ Blockchain Benefits -

- Ecosystem smplification Unproven technology

- . Faster interbonk clearing & setfiement - Untested capacity/scalablitty ANDREESSEN

COINALYTICS KAIKO Lower Honiachon cod “Low amacteon pesd ORI @overstock &,
Fplockr - Reduced counterparty risk - Possible concensus profotcol flows >

LIof Tonsoparency 1 buslobi e AME CLOUD VENTURES
EIBLOCKCORP ’ @ bitcoin charts IR 3] i ofsoftwers evekipmentinisgrofon B b 2 sLockeran  ventures s

-

ED pon.

NERS " Sinmeney
.

IGHT
VENTURE PAR




R360s distributed | edger 1 nitiati ve




DIGITAL ASSET

IMPROVES EFFICIENCY, SECURITY, COMPLIANCE AND SETTLEMENT SPEED

GOLDMAN SACHS AND IBM JOIN 13 INVESTORS IN DIGITAL ASSET,
BRINGING FUNDING ROUND TO MORE THAN $60 MILLION

>
F bl accenture BNP PARIBAS ﬁ Broadridge
citi CME Ventures DTCC (Okman

SicAP J.PMorgan

The Goldman Sachs Group, Inc. and IBM join other strategic investors to further accelerate the adoption of Digital Asset solutions

ASX SELECTS DIGITAL ASSET TO DEVELOP DISTRIBUTED LEDGER
TECHNOLOGY FOR THE AUSTRALIAN EQUITY MARKET

Source: www.digitalasset.com
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I Streamlining securities settlement

The post-trade, settlement process can be expensive and slow, commonly taking two days, and sometimes longer, to process through a
number of intermediaries. Distributed ledger technology has the potential to overcome frictions in current post-trade processes, providing an

alternative technology for clearing and settlement.

Post trade life cycle

Collateral

Clearing Life cycle managemet
[ e and valuation

nblockchaino

Automated clearing enabled by Smart Contract
Secure and transparent transfer of securities and assets

m Smart contracts can  m Allowing access to m Increased transparency  m Securely, m Smart contracts can

Scope for enable automated multiple users for as information transparently move ‘FEEi“ta’FE mbuslt
distributed clearing upon robust monitoring asymmetries securities and assets custodia n services on

trade completion are eliminated in seconds or minutes decentralised platforms
ledger eliminating intermediaries.
technology m Real time updates m Real time updates on m Enables peint-to-point

on security title and the positions of the settlement, lowering

interests updating underlying collateral the costand risk

with consistent of transactions

valuation methodologies
(Source: DTCC 2016 Report)



SBI FinTech Consortium Objectives

[Objective] Through a combination of participant companies' technologies and a reduction
of initial introductory costs, will endeavor to establish Japan's first globally
accepted FinTech services in various financial sectors

“SBI FinTech Consortium” Participant Companies Today

G Money Forward
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China Ledger Alliance
11 ,

CHINALEDGER
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Possibilities for the U.S. Postal Service

Summary of Potential Postal Blockchain Applications

Financial Services Device Management

Streamline and Expand Existing Financial Services Bulld and Manage the Internet of Postal Things

@g« |
‘§* 9

Identity Services Supply Chain Management

Validate and Authenticate User Identities Streamline Ecommerce by Integrating Tracking,
- 1 - Customs, and Payment Information




Standard Chartered & DBS
Creating Distributed Ledger of Invoices

The risk posed by fraud in the $4 trillion trade -financing industry has prompted banks
to start exploring distributed -ledger technology like the one that underpins bitcoin.



% Nasdaq

NATIONAL
SETTLEMENT
DEPOSITORY

MOS0 ERCHENEE GROUF

& oree

%
BARCLAYS

Nasdaq Ling: Blockahin -enabled
platform to issue the private securities
between an investor and company
Launched Blockchain Voting Trial for
Estonian Stock Market

Tested Blockchain -based E -Voting system
with DSX Technologies

Completed PoC of blockchain technology
to manage post -trade lifecycle events for
standard North American single name

credit default swap

Build smart contract prototype on private
blockchain platform



Royal Bank of Canada Reveals
Blockchain Trial With Ripple

Royal Bank of Canada (RBC) has revealed it is
working on a new proof of concept ( PoC) for
distributed ledger -based remittances using
technology offered by industry startup Ripple.

Royal Bank of Scotland is going to become
one of the first main banks to launch a

service based on blockchain technology -
payment services, financial settlements

and asset registers
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Orix , Shizuoka
Plan to test international remittance and
RIX

SHIZUOKA BANK transaction settlement applications

O

ai=SBlixviies SBI Sumishin Net Bank

"8BI’ Sumfshin Net Bank Plan to launch blockchain -based banking
services, a joint venture company with Ripple

Mizuho
MlZlHO Plan to apply blockchain technologies for

—. INnternal record -keeping, syndicated loan,
post-t rade processing using
blockchain -as-a-service (BaaS) with R2CEV



Blockchain Trial by Mizuho Bank & Fujitsu

Flows in hew post-trade settlement process for cross-border transactions
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Federal Reserve System Officials Highlight

Blockchain’s Potential

» Distributed ledgers “hold out the promise
of addressing important frictions and
reducing intermediation in the clearing
and settlement process”

* “For example, reducing intermediation
steps in cross-border payments may

help reduce costs and counterparty
risks and may additionally improve

financial transparency”

* “In securities clearing and settlement, the
potential shift to one master record shared Governor Lael Brainard
among participants...also can lead to 14 April, 2016
greater transparency, reduced costs
and faster securities settlement’

Source: US Federal Reserve
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