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HVS(Human Vision System) 5745 31g{s}o] A
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2. MPEG VCM 72

WA 7] H}Q‘r o] Algho] opd 7|AI7} 4
H|g}= H|T] Q. Aow F53) abr] gk Al
& HlH 2 %L F /s 918 20199 74
1272 MPEG g 2lo|A] VCMel that =2]7}
A A=A 20199 10¥ EF3HE 913 MPEG
VCM AHGe®] 2= 31t} EFste] &) dA|=
VCM %S 938k AF&ALE|(Use Cases) 7 2
L7 AR (requirements) £35S 138t om, F
< Al1352F MPEG  3]|°|74A]  CfE(Call for
Evidense) S-S Egsto] #|okd thafst 7)o
g AE % Aedrt ZEdda 5 2TsE
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2.1 VCM At2AlE|(Use case)
QA Requirements)

)

VCM2 7]A19] vt Q. AH| 9} #ee 3
g AL S8 AU s tEth =, 71l Al
= @ B YL AE B aH|of A g
o] &8oA VCM ¥o] HeE &
MPEG VCM 152 VCM 7|<&0] A2
= AR ARAE ol 67H41E 4
o, Zt ARgALElE AAHEE, AAFA,
&3} 22 VCMo] Axe= 16749 F4
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A7IA, VeL(x,y) 99 xoll tigh &3k
12 PlES YeRNa, e & a@H(perturbation) 2]
55 UL e AARE AR 5 ARRL Fhell

BIM(Basic Iterative Method)> FGSM"2] 2]
W3 Fe|5 = Iterative FGSMo|Et1lx: &



ot WHEAs)e]  AEIALO|Z(step  size)E
0 <a<eflil, n& WS S5 vk
clip{-}% YIAA dH AAH 2 ke A

Arbatz 2RI ARERE: 518 Raeshr] bt
%H’Jr.

ILLCM(Iterative Least-Likely Class Method)
Sol e ge) WY Fej 54 Bl 2
gl el oRE fuekEs s FANES
ek o) SPolehs]ie). A AL o
oA Wi vlg} o] BIM} wl$- AL Hejs

PV S 28 2 4 gled Ao £(xy

A £(x,t) v A9 A4 goliel 7t
TAGGel ol 1= ueiths Holuk

l

j —

Type 25919 %77] ]2 SBA(Substitute
Blackbox Attack)7} Ut} SBAT Type 1 EE&
dgote HEE AR Q191H HolHAE
(synthetic dataset)ell ozl ERl H|E2(target
network)S &5 U U822 (substitute
model)©] EHAE] o5& RHEIEE &R ds

=

=
S A2 adkac). dEEdll U5

8314 Type IE%‘% 014‘13}04 40| o

k|
4= otk olu, Type 1 RS o= welo]i} Mel

qu
k)

UAP(Universal Adversarial Perturbatlon)—t—
A e gAEe] 54 EArel tid &

_]N HO

Adversarial Machine Learning H 39

ug]Eo = UAPZF S d|o]
o Wil o]E o]galA] = W

_m
i
Wk
T

1011'4{8] z A7
S

ko] A BAAANEE E3AZ 4 9= REA
Wit ghe gohlls Wlolt) o] FAoE F
AshH th¥ 2
Lpr = —log (H [ fi, (2 ||3)
i=1

o714 fiy(W)= EﬂOlEMVH g fo] &4
=, L v A gelojer A 9Ss vt

AJ7HA 8] FAo] HFE EF7E EHAIA
Q52 SHAlEk= Ao ATHH A2 A2

o7 Az} mdlo] 7utsl Hkxlo] 9ith. VAES
ZAo| EAQ AR} 7|Hke] wkal oz go|E Q]
QR O A 9FE S frshe
"2 0 & Variational AutoencoderS 7]HFO &
5 t /\10]1:].[9 B u]—/\LO_ H]7]—X] 8&5]]9,] 5L7:1
o R ool =], wi7] 34, dold

E 34, Lyge 379 A7 G} 25010,

i

3. Adversarial Attack Af|

oM 2o QR B WES A
o AgaIA Q14 Ate] ojuld Wt U=AS
Aestaa sk A Al 2 el 9w

FGSM, BIM. ILLCM HS o] 8sle] ~nje
= olgsle] BYF A omIX|% 3]

olo WL

o e
N
&

oo ﬁ’i

3l U, ©]& <148}aA} Inception ZES- ©]
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(a) Image from dataset (b} Clean image

(a8 1) MEY| g

g3ke] 1aAN e AllE el T1R1oA

Hi= nje) o] AlEy] omRof| WA EE e

O}tq om7] o] AL 17}511 Ax adAGEer}
%

ol & 5= gloi10].

FHA ARR, 7180 Gl SAYEE
Yo magromm 1AL Oiwifz} %15}
7F AEAE ot ARIE 2%

A B ke 2o, 7]Ee] Gl oM % 4%

(¢) Adv. image, ¢ = 4 (d) Adv. image, ¢ =8

olAl 2= Az

3 e} B3 1% Algo]
ofuf-$-¢1 Milla Jovovich® €121 ZAy}E HolF

t}-2-9] Abelis STOPARIO E2E] Z-& A
715 B A5 ATl sl AR
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(Odzl 3) STOP At 9l

STOP®| “speed limit 45
ok 7l ARsAPF B
A TP ER R
s|AY, 2HAE

I classified as turtle

3. Adversarial Attack 0] 7| A

A A= oA AEst FAAN e diA e
x4 Wolrlsel dis] Aueta, ols 53]
[e)

dlulal] 18 chke 7)4le] aFoln, o
ORI o] Yok e A7) Fbow WagE

F gl ATRoRsta % 4 gk

B classified as rifle

[l classified as other

(12l 4) 3-DzZ=al

253 9F AR A

=
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3.1 FY0PIE Al

o] F8 Wolrls
Holl 7Iwkate] s#fstar Qe

Adversarial training-> 7] & o] QHE
o &7 HES et gy RS &
HHoltH4]. o|E 59] FGSM ¥} &
o AP T4 MEES %%H]O]E}Oﬂ

o

2 gradient masking'y

mﬂ

uwjn
}_

r
o
-

|
ok
oL
=2

1_‘,

]
ol

-

KeX

o)t wale] ele] k) s s
A EASES S WU AHshL ok

Ensemble adversarial trainingS <A <
adversarial training®] W3 ¥ JE|= pre-trained
H 2dS A8 $18 A% adversarial
example 50l el k5 RS FEA7IE WY
©]tH15]. RRP(Random Resizing and Padding

as a Defense)™= 9= W3 (input transformation)

& E3 a@e AASL F2E FHF
randomness = E?Q 3] Qo) )3k AHAF 219
AAS oA whE= W oltl16].

Defense against attack

Training on adversarial

Adversarial Training earmples

Early defense against
adversarial attack with
gradient regularization

Deep Contractive
network

Ensemble adversarial

- Variant of adversarial training
training

RRP Expectation over randomness

3.2 Robust estimationZ|H2] Hl0{7|= AR|

Robust estimationS 3], x=o|Z7} B-& 113}
< dle]gjol| A whAs= o8AFHel dix s

Howg FES Uy 9lt} Robust estimation®] &

S e— fraction U|°JE7} £4EHIS ﬁoo
LA HolHE ek W

TR Huber) 2 Tucky?9] robust
statistics =4 7]¢ghctar B Hrk dA) 21
AL Q= 2] Ao robust estimation©] &
= ol& o]2dlA HlEHdraL & o St olF
shte] 7l Avlshd, vk dlojE oA of

o

JHoz dolHE 2ashe FAL T W
=

H

(€ — corrupted)
HES

HEE 2Ake] Wlol& fieghth= 7Hdstel]l &4
AIE dohli= Wolth &, T | AL
%}(top eigen values)®] =L7]¢] W&S Wil 7Hof

o

ftol 2w 1 o wol=ghso] wx
Ebz B 4 qlv] wjolk ol foh, et
217].

Spectral Norm 7|HtQ| outlier detection &
rejection of outliers

Given corrupted dataset S
Let [ be the empirical mean of S
Let 3 be the empirical covariance of S
(A, v) — top eigenvalue/vector of 3
If A is not too large,
Output £
Otherwise,
Project the data points in the direction of v
Remove(or downweight) the largest data points in
this direction

1) Peter J. Huber (born 25 March 1934) is a Swiss
statistician. He is known for his contributions to
the development of heteroscedasticity-consistent
standard errors.

2) John Wilder Tukey (/tu : ki/; June 16, 1915 -
July 26, 2000) was an American mathematician
and statistician, best known for the development
of the Fast Fourier Transform (FFT) algorithm and
box plot.
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& BRE AvEd o] Ak 4o TArk WA kot we
sfEe Aol oA AFA% mae] olaad 1
o

22)7o] 1 g
2 olsfska AEshs Aol Bhssiche 2
&

2 S| AT &8
2.1 MIls QIEKLs 7 U oI S| 7b v aBER Arbs e Asel w#dt #
Aol (19 Dol Bl 21" 2017 o] % 343}
A7bs J1EA59 /MdS 19753 43k A Z7Vsba 9tk 3L ArXivel B1E AFEE
AAA S 2NN FE A F es

&8} o =5 & A& “Explainable AI” 7]%]
==

E3H3F =5-0] 2015 9704 20193 236
S dRlaL 1970A0] 89 o5 ek Zwrh

° Ao F7FsIAAL wid A oin] 28) o)de] =
Alz=glo] E AIE ARTFl A olaiAIZIA] St A 2742 ST,
st A7k Qe SaAo] tiFH<Sd o A} S TR A PSS 95
o A AAtel] ofaiAnt A7 ek theksl Wk} Zy|ole A s AAElIL 9lom A
2004 W RS, A, WA ] 22 ATy g gxse maled 97 AR
X273 4 NPC (Non-Player Character) <134 HE we 3wy 9tl Auvbs olExs
s MEste] 59 olfE AWk o7EA o QAL 55T Muvls o XFAA A|2El
F Ak A7k ATAGXAL explai- gz 28 9 are] A 2ok whal
nable Al) 801& A5 AH&3FTH6]. o5 Al ThA] W0 2= A7 A7} Honh H2 olEx
o & sk Wy FeE Aelshs Ao dFA =y walede] vy} Folet Jdo Ae
=3 NPC A 59 Aus EX6)A HH S sh), HleE ol ALE, Era BE wdo] nlet
HIEhs SeS ohe EH e em AN g5 na mge) oe e So WEe 97
g QISR A 1A Ade} Alo] J1IEAE R A2Elo] AFA AT 9e Al ol
o] AXE wAste] FEe olFE olsfiekith A5 Aol T BAlo] molAr).
20161 AT A8 7]es EE3F dufart oA

Eate] diseld] ZRoASe] oldllE ek 5, opmx

- ISKls e1elE Hakdut MY Jisd
Aol HEES T, o= dubare] el
ARA= ARA 0] 3 27} FAu} o] A Uy} 2AAN A= 72 79k sy, Ay mEA g/

(3! 1) “Explainable AI'2 A5t Google Trends Popularity Index (&|CHZE: 100).
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2) UTS: unit-selection TTS
HDTS: high-quality DNN TTS
NES: natural end-to-end speech synthesis
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3.2.2 Acoustic model

Acoustic model-> 18 63} #o] ok Aol A
F4% linguistic feature = HE 22 (voice
4] Eykol(pitch), /7 HE
(voicing information), &7 °ll\1*|(energy) 5=
Edsle 2% 54 "M (acoustic feature) S 5

A= A|2Ho|t).

color),

HDTS A]2:#19] acoustic model < Tacotron2
[23] ©] =l 7]¥kslar @itk Tacotron¥} 72
el attention) HIAUSE  7|¥Fe]  acoustic
model & 7FE# o2 WA= o]’ ofe]Z <l

3 Alzglo] Ebsix= EAE AL A [16].

(Og! 6) HDTS A|AHEIO| acoustic model &=

ol wAIE s A3st7] 913 HDTS Al2=HlellA]
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predictor = thASFATE 7} S49] W3l Hol&
Hejd 2dE F4%  Jong, A9 U}
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3.2.3 Neural vocoding
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HDTS Al2dlelld= 54§ B8 A4
ZF (real-time) AY/d¥} H-AAZF Ao R S
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o= 83 54 Ay 7RQl
(source-filter) ©]&S WaveNet ° 2§
LP-WaveNet 250 [10]E5 7Hd38lda, 4
o7 7]¥ WaveNet B30 tjH] A2 +
34% FeA1A F ASlk

(e}
Z o= AiCall ¥} 22 Al for Contact Center
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A7F Qe o]y 7k EAE A
oAM= (1) Ab H4-7 9
G 9] loss ol Hkdst T
=gxoz why

= SEE

g A

Et=1

=
— tl;:ll-/\é| ==

3 &
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